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1
Purpose

This work instruction defines the technical process for the development of a System Safety Hazard Analysis.

2
Scope

The scope of this work instruction is to provide a guide for risk assessment through the identification and classification of potential hazards as associated with SSC operations.  These analysis shall be part of the SSC Risk Management Process.

3 References 

MIL-STD-882, System Safety Program Requirements

NPG 8715.3, NASA Safety Manual

NPG 8719.7, Facility System Safety Guidebook

NPG 7120.5, NASA Program and Project Management Process and Requirements

SPD 1700.4, SSC Operation Readiness Program

SPG 8715.1, SSC Safety and Health Procedures and Guidelines

29 CFR 1910.119, Process Safety Management 

EPA Part 68, Chemical Prevention

4
Responsibilities

Risk assessment shall be the responsibility of the program or project manager.  Risk Management shall be the responsibility of SSC Senior Management and the applicable project/program manager.

5 Procedure

5.1 FORMAT and TIMELINES

The procedure described here should be followed in conjunction with the flow chart in section 8.1 to properly complete a hazard analysis.  All of the analysis inputs determined from using this instruction should be systematically compiled.  Any one of numerous formats (i.e. columnar/horizontal, narrative/vertical, or database derived) can be used to compile data, depending on the resources and desires of the developer and/or program requirements.  A preliminary hazard analysis shall be completed at 60% design completion (use Form SSC 735A Attachment 3).  A final hazard analysis consisting of a process analysis (use Form SSC 735 Attachment 4) or Failure Mode Effects and Analysis (FMEA) shall be completed 30 days prior to system activation.

5.1.1 Analysis Development

A flow chart of this process can be found in section 8.2.

(a) Request a document control number from Central Engineering Files (CEF).

(b) Gather information from project engineers, such as facility, system or subsystem like descriptions, drawings, specifications, and procedures, etc., for the item or items to be analyzed.

(c) Review the generic hazard definitions (Section 7) for familiarization with appropriate terms.

(d) Review the generic hazard list (Attachment 1) for familiarization with typical hazards that are generally found in hazard analyses.

(e) Perform a walk down of any associated facilities, hardware, and/or support equipment, as applicable, for the item or items being analyzed.  This walk down will familiarize the analysis developer with the configuration of the item or items being analyzed.

(f) Develop a listing of all systems, subsystems, or components to be analyzed.

(g) Evaluate all possible hazardous conditions that can occur as a result of the following three scenarios: failure of the item, improper usage of the item, and nominal operation of the item.

(h) Analyze all possible hazard causes due to failure, improper usage, operating environment, etc.

(i) List the initial hazard severity and frequency and the hazard risk index for each hazard cause (reference Tables 1 thru 5) on the Hazard Analysis and Risk Assessment Worksheet Attachment 3) and/or the Hazard Analysis Worksheet (Attachment 4).

(j) The following four steps will assist the analysis developer in identifying possible hazard controls for each hazard cause.  Each step should be performed in the listed order of precedence for each hazard cause identified in the analysis, since numerous possible hazard controls may be identified for each hazard cause.  Project engineers should be included in the performance of these steps, since they have the greatest insight into the specifics of the design and operation of the item or items being analyzed.

(1) If a hazard cause can be eliminated by a design change, this change should be listed as a proposed hazard control.

(2) If a hazard effect can be reduced by using a safety device (i.e., relief valve for pressure systems, fuse for electrical systems, etc.), this device and its usage should be listed as proposed hazard controls.

(3) If a hazardous condition can be detected by using a warning device (i.e., alarm, signal light, etc.), this device and its usage should be listed as proposed hazard controls.

(4) If none of the above can be used to effectively eliminate or control a hazard, a hazard effect can be countered or reduced by using a special procedure, this procedure and its method of countering or reducing the hazardous effect should be listed as proposed hazard controls.

(k) Review the hazard analysis (the compilation of system, subsystem, and component listings; possible hazardous conditions and related causes; and effects risk identifiers and possible controls) with all appropriate project engineers.  Make any revisions necessary as a result of this review.

(l) Develop recommendations that will reduce the hazard risk to the system, subsystem, component, or facility.  Recommendations typically emphasize those proposed hazard controls that will reduce the risk to the greatest extent.  They include a combination of design changes, change of operating environments, usage of safety and warning devices, and inclusion of special procedures for the performance of hazardous operation.

(m) Attach all relevant information to the hazard analysis (i.e., analysis worksheets, drawings, and schematics).  See Attachment 1 for an example.

5.1.2
Analysis Report Content
The completed analysis should be formatted into a final report (see attachment 5) include both general and specific recommendations for hazard mitigation for the applicable equipment, system, or facility.  These recommendations should encompass the following areas as appropriate: additional analyses, inspection or testing, increased training, possible redesign options, additional design considerations, or additional hazard controls.  This report should include hazard security, potential consequences, probability, and hazard risk index.

5.1.2.1
Hazard Severity
Hazard severity is gauged in terms of the worst credible condition that could ultimately occur.  Four categories of hazard severity, adopted from MIL-STD-882, are shown in Table 1.

These hazard severity categories form the vertical axis of the risk assessment matrix.

Table 1. Categories of Hazard Severity

Category

Description 

Mishap Definition

I

Catastrophic

Death or system loss

II

Critical

Severe injury, severe occupational illness, or minor system damage

III

Marginal 

Minor injury, minor occupational illness, or minor system damage

IV

Negligible

Less than minor injury, occupational illness, or system damage

5.1.2.2
Potential Consequences
Hazards are assessed according to the potential consequences that could occur in terms of personnel illness or injury, equipment loss (in dollars), and potential equipment downtime.  These consequences are categorized in terms of their corresponding hazard severity’s as shown in Table 2.

Some hazards may involve more than one potential consequence and must be assessed accordingly for each consequence.

Table 2. Potential Consequences Associated with Hazard Severities

Potential Consequences











Category

Descriptive

Word

Personal Illness/

Injury

Equipment Loss

($)

Equipment

Downtime

I

Catastrophic

Death

> 500,000

> 4 months

II

Critical

Severe injury or occupational illness

   500,000 to

   250,000

   4 months to 

   4 weeks

III

Marginal

Minor injury or minor occupational illness

   250,000 to  

   25,000

   4 weeks to

   1 week

IV

Negligible

No illness or injury

< 25,000

< 1 week

5.1.2.3
Probability
Probability is expressed as the likelihood, in quantitative or qualitative terms, that a hazard will result in a mishap of given consequence.  SSC uses five levels of probability as adopted (with descriptive words expanded) from MIL-STD-882, these levels are shown in Table 3.

These probability levels form the horizontal axis of the risk assessment matrix.

Table 3. Probability Levels of Potential Consequences

Level

Description

Specific Individual Item

Fleet or Inventory

A

Frequent

Likely to occur frequently

Continuously experienced

B

Probable

Will occur several times during the life of an item

Will occur frequently

C

Occasional

Likely to occur sometime during the life of an item

Will occur several times

D

Remote

Unlikely but possible to occur during the life of an item

Unlikely but can reasonably be expected to occur

E

Improbable 

So unlikely that it can be assumed occurrence may not be experienced

Unlikely to occur, but possible

5.1.2.4
Hazard Risk Index
A Hazard Risk Index (HRI) is an expression of the level of urgency in the application of risk suppression countermeasures.  SSC uses a 20-level risk index; the level is determined by the combination of hazard severity and probability of identified hazards, as shown and summarized in Table 4.

Action required for HRI’s shown in Table 4 is then indicated by the Hazard Risk Index shown in Table 5.

Table 4. Summary Hazard Risk Index *





Probability



A
B
C
D
E

Category
Descriptive Work
Frequent
Reasonably

Probable
Occasional
Remote
Improbable

I
Catastrophic
1
2
4
8
12

II
Critical
3
5
6
10
15

III
Marginal
7
9
11
14
17

IV
Negligible
13
16
18
19
20









*  See Table 5 for Hazard Risk Index Actions

Table 5. Hazard Risk Index Actions



Index
Criteria

1 - 5
Unacceptable operation is not permitted.

6 - 9
Undesirable Senior Management decision/Waiver required (ORAB)

10 - 17
Acceptable with SRT review and disposition

18 - 20
Acceptable without review

6
Records and Forms

The individual hazards shall be documented on form(s) SSC 735 and SSC 735A.  These forms can be found on the Stennis web site under “FORMS”.

The hazard analysis report generated by this procedure will be kept on file at Central Engineering Files (CEF).

7
definitions

(a) Accepted Risk - A hazard whose risk is not completely mitigated and that has been accepted by senior program and safety management.

(b) Risk Assessment - Review or audit process, using predetermined methods, that evaluate the probability of injury or hardware loss due to hardware and/or operational anomalies.

(c) Controlled (Risk) Hazard - The likelihood of occurrence or severity of the associated undesirable event has been reduced to an acceptable level through the imposition of appropriate, readily implemented, verifiable controls which results in minimal residual risk.

(d) Credible Condition (Event) - Condition (event) that reasonably may be anticipated and planned for on the basis of experience with or analysis of a system.

(e) Failure/Fault - Inability of a system, subsystem, component, or part to perform its required function within specified limits.

(f) Hazard - Existing or potential condition that can result in or contribute to a mishap.

(g) Hazard Analysis - Identification and evaluation of existing and potential hazards and the recommended mitigation for the hazard sources found.

(h) Hazard Control - Means of reducing the risk of exposure to a hazard.

(i) Preliminary Hazard Analysis (PHA) - Usually the initial hazard analysis or checklist that begins during the conceptual or requirements definition phase and is completed prior to the 60% design review.  The goal of the PHA is to identify and characterize possible hazards early in the design phase.

(j) Risk Management - Process of balancing risk with cost, schedule, and other programmatic considerations.

(k) Safety Analysis - Generic term associated with a family of hazard analyses used to identify and control hazards.  (i.e. operating and support hazard analysis and interface hazard analysis)

8
flow diagram 

8.1
Risk Management Safety Process

[image: image1.wmf]
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Hazard Analysis Development

ATTACHMENT 1



GENERIC HAZARD LIST



Hazard Sources
                           Typical Examples *




Mechanical/Physical
High/low pressure--flexible hose

Temperature extremes

Dynamic loading --pulsing/shock

Noise/vibration/rotation/stress

Walk/work surfaces--slip/trip

Overhead work/structural integrity

Flooding/excavations

Confined space/working alone

Human error

Inadequate maintenance

Egress




Electrical
High voltage/current-exposed terminals

Lightning strike/grounding

Interferences/moisture

Power outage

Electromagnetic fields

Electrical/electronic controls

Computer-related software




Chemical and Other
Design/apply procedural safeguards

Explosives/propellants/cryogenics

Corrosives/toxicants/contamination

Radiation (alpha, beta, gamma, microwave, RF, IR, UV, X-ray)

Lasers

Leakage/spills

Natural/induced environment

Inert gas/asphyxiants

NOTE:
This “shopping list” is not complete.  Users should add to or develop it according to their departmental needs.

ATTACHMENT 2



Risk Suppression

Countermeasures
Typical Examples *




Engineering 
Redesign system or component or procedure

Upgrade maintenance and operational adequacy verification (inspect, test, dry run)

Design/install redundant system or component

Substitute/isolate

Test and monitor

Dilution

Ventilation

Exhaust




Administration
Abandon (shut down)

Relocate

Educate and train

Limit exposure time

Medical surveillance

Warning signs, signals

Housekeeping




Protection
Guard

Protective system

Limit exposure--distance

Adopt protective equipment

Use locks/blocks/interlocks










*NOTE:
This “shopping list” is not complete.  Users should add to or develop it according to their departmental needs.
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Attachment 3

(Use Form SSC 735A located on Stennis Website)

Attachment 4

(Use Form SSC 735 located on Stennis Website)

ATTACHMENT 5

EXAMPLE
TEST FACILITY

PROGRAM/PROJECT NAME

SYSTEM HAZARD ANALYSIS REPORT (SHA)

Report No.  N-HAZ-YY-XXX

DATE (Month/Year)

Prepared by:

John C. Stennis Space Center

System Safety

Stennis Space Center, MS 39529-6000

EXAMPLE 

Report No.  N-HAZ-YY-XXX

DATE (Month/Year)

Prepared by:







NAME

Date



ORGANIZATION

































Reviewed by:







NAME

Date



NASA, S&MA

































Concurrence:







NAME

Date



Test Director

































Approved by:







NAME

Date



Program Manager
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