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"The Fault Tolerance Approach to Safety"

We look at fault tolerance as the primary driver for safety for example.  If something can fail catastrophically, or with catastrophic results, or will cost a lot of money to replace the hardware, or whether it would be harmful to people, or potentially kill somebody, we look to ensure that there is a level of tolerance for the things that can go wrong to attain that failure.  And what we try to do is make sure that we have a robust design that will not fail in a manner such that it will harm the equipment or the people.  We look at it from a failure tolerance standpoint.  We’re required to do that in space flight hardware, but we also do that for our facility hardware.  One of the things we do is—we call it, we used to call it “sailor-proofing” in the Navy—to make sure you—the person utilizing the hardware can’t cause it to malfunction, or cause destruction.  And so if we can design it such that an operator can’t create a problem in using it, then we’ve done our job.  So, part of the safety discipline is to look at the hardware for how it could be misused and prevent its misuse through the initial design of the hardware itself.

In looking at the design of a facility, we look to ensure that there’s a certain level of fault tolerance to prevent either the design itself from creating a problem, or the operator from instilling a problem during its use.  In doing that, we look at things that the operator can do wrong, and we take and utilize a computer control if we can to watch his movements and to monitor certain parameters to make sure that the design and the operation of the hardware stays in acceptable limits.  If we’re using a computer to manipulate the various parameters, we often will have another computer watching its parameters also, so that we have a second level of tolerance, so if the first computer has a problem or was misprogrammed, the computer will pick up on the potential problems and shut down the system in a safe manner to provide protection to both the equipment and the personnel involved.

