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"Dynamic Fault Trees"

As opposed to just fault trees, there are a couple of things that fault trees can’t do that dynamic fault trees can do—two very specific things.  One is that—especially in computer-based systems—the order in which events occur makes a difference.  And that has to do with when you’re switching in spares, for example, where one network can take down another component.  The order in which they fail makes a difference.  And normal fault trees can’t model order dependencies.  And so what we’ve done is created some special constructs for modeling special cases of order dependencies.  And, what we really do is use Markov chains, but we hide that from the user; we put that into fault tree construct.  And then the other thing you need to worry about with computer-based systems, is the fact that sometimes in a computer system, one component can fail, and essentially take back—take out the whole rest of the system.  So, for example, if you’ve got a processor that babbles on the bus, it can take everything out, and so you need to worry about what—we call these uncovered faults—the ones that can bring down the whole system.  And those two particular aspects are the things that the dynamic fault trees can capture.

A nice example that I like to use for when you need a dynamic construct is if you have a primary and a spare and are connected by a switch.  And, let’s say that the switch fails in such a way that that you can’t switch with it but you can still use it.  And so, if the primary fails and I can switch into the spare, and then the switch fails, it doesn’t matter.  But if the switch fails, and then my primary fails, I can’t switch over to my spare.  So, even though I have a spare there, I can’t switch.  So the order in which those two events occur makes a difference.

