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"Failure Modes and Effects Analysis (FMEA)"
Another tool that many NASA people are familiar with are the Failure Modes and Effects Analysis, or FMEA.  It begins at the bottom.  It’s called a “bottoms-up analysis” and considers the lowest level of components in a system works its way up through the system to the possible top-level effects of the failures of those lower-level components.  It doesn’t normally capture software or human failures, but certainly it’s good for analyzing hardware failures.  And it’s also sufficiently straightforward that it’s—that’s another thing that you could even do on the back of an envelope if necessary.
